[Excerpt translation] 
Japanese Unexamined Patent Publication No. 2002-305642 
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(1) USER TERMINAL 

STla: SEND CONTENT DATA TO WATERMARK RA 

ST2a: RECEIVE REAL WATERMARK ATTRIBUTE INFORMATION FROM WATERMARK 
RA 

ST3a: SEND CONTENT DATA TO REAL WATERMARK READING SERVER 

ST4a : RECEIVE REAL WATERMARK INFORMATION FROM REAL WATERMARK READING 

SERVER 

ST5a: SEND REAL WATERMARK INFORMATION (= CONTENT IDENTIFIER) TO ID 
RESOLUTION SYSTEM 

ST6a: RECEIVE POSITIONAL INFORMATION FROM ID RESOLUTION SYSTEM 
ST7a: ACCESS DATA BASED ON RECEIVED POSITIONAL INFORMATION 
END 

(2) WATERMARK RA 

STlb: RECEIVE CONTENT FROM USER TERMINAL 

ST2b: EXTRACT META-WATERMARK INFORMATION (REAL WATERMARK 
REGISTRATION NUMBER) FROM CONTENT 

ST 3b: OBTAIN REAL WATERMARK ATTRIBUTE INFORMATION FROM WATERMARK 
REGISTRY 

ST4b: RETURN REAL WATERMARK ATTRIBUTE INFORMATION TO USER TERMINAL 
END 

(3) REAL WATERMARK READING SERVER 

STlc: RECEIVE CONTENT FROM USER TERMINAL 

ST2c: EXTRACT REAL WATERMARK INFORMATION FROM CONTENT 

ST3c: RETURN REAL WATERMARK INFORMATION TO USER TERMINAL 

END 

(4) ID RESOLUTION SYSTEM 

ST1D: RECEIVE CONTENT IDENTIFIER FROM USER TERMINAL 

ST2D : OBTAIN POSITIONAL INFORMATION CORRESPONDING TO CONTENT 
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IDENTIFIER 

ST3D: RETURN POSITIONAL INFORMATION TO USER TERMINAL 
END 
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SYSTEM AND METHOD FOR READING ELECTRONIC WATERMARK, USER 
TERMINAL USED IN THE ELECTRONIC WATERMARK READING SYSTEM, META 
WATERMARK READING SERVER AND REAL WATERMARK READING SERVER, 
PROGRAM FOR ELECTRONIC WATERMARK READING PROCESSING AND 
RECORDING MEDIUM FOR THE PROGRAM 
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Abstract of JP2002305642 

PROBLEM TO BE SOLVED: To construct an 
electronic watermark reading technology for 
safely and efficiently reading real watermark 
information embedded with a two-layer 
watermark system. SOLUTION: In using the 
two-layer watermark system in which an 
identifier of a real watermark system used in 
real watermark information embedding is 
embedded by using a specified meta- 
watermark system when the real watermark 
information is embedded in contents, a server 
for reading a meta-watermark and a server for 
reading a real watermark are provided 
separately. When a user reads the real 
watermark information embedded in the 
contents, the user first acquires the identifier of 
the real watermark system by transmitting the 
contents to the server for reading a watermark 
and issuing a reading request, and then 
acquires the real watermark information by 
transmitting the contents to the server for 
reading real watermark which the identifier 
indicates and issuing a reading request. 
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